A Forest
niagara4 Certificates

A certificate is an electronic document that uses a digital signature to bind a public key with a person or
organisation. Their primary purpose within Niagara is to verify the identity of a server so that communication can
be trusted. Certificates create a chain of trust which consists of multiple components.

The RootCA Certificate is the foundation at the top of the trust hierarchy and acts as an anchor for the subsequent
chains of trust. It must be loaded into all participating hosts, stations and browsers.

The Server Certificate is a digital file that authenticates a website’s identity and enables encrypted communication
between the server and a browser via HTTPS to protect data privacy and security.

The Server Certificate uses a Public Key that is accessible by anyone to send data, but a Private Key is then used to
decrypt and view the sent data.

Why Use Certificates e

Certificates ensure that all communication is
encrypted and therefore hidden from inter- n
ception and malicious attacks. | Niagara, they

also ensure there is no error message when Your connection isn't private

an End User is try|ng to access the WebPage’ Attackers might be trying to steal your mlfuﬂ;}bnnﬁcm|0.|°.||.20‘J0V973mp|@ passwords

messages. or credit cards). Learn more about this wa

warning them that the connection is neither
private nor safe.

ot m

Chain of Trust Simplified

Certificates like a ticket to an event—they prove permission to enter because they have been issued by the venue
or events organiser (=RootCA Certificate—Issuing Authority). The ticket itself is the Server Certificate with a unique
code or number that is proven to be issued by the venue. The usher at the event on the night embodies the Public
and Private keys by checking the ticket’s validity and allowing access to the booke seat.

Venue Ticket Usher
(Root Certificate/Issuing Authority) (Server Certificate) (Browser/Software
Private/Public Keys))
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Booking the Ticket with the Venue Proves Permission to Enter Checks the Ticket’s Legitimacy
validates Identity and Authenticity as issued by the Venue and grants Secure Access & Rights
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= - Server Certificate = Used by Workbenck Private and Public Keys exchange
Root Certificate = Root of Chain of Trust el e‘ : i r- Y s ' ok ev' & g
: s Browser Connection and HTML Views Information and establish Legitimacy
Signs other Certificates
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Creating a RootCA Certificate

The CA Certificate is the foundation of the chain o
trust and can be created in the station under

Config-Services-PlatformServices-CertManagerService.

Click NEW in the UserKeyStore to start creating th
certificate

Generate Self Signed Certificate X
\5 Generate Self Signed Certificate
Generates a self signed certificate and inserts itinto the keystore
Alias MyRootCA_Venue (required)
Common Name (CN) MyRootCA_Venue (required)
* this may contain the host name or address of the server

Organizational Unit (OU)
|Organization (0) ForestRock ](requned)
Locality (L)

State/Province (ST)

Country Code (C) GB  (required) I

Not Before 03-0ct-2025 11:04 AM BST &
NotAfter 03-0ct-2026 11:04 AM BST j
Key Size O 1024bits @ 2048bits O 3072bits > 4096 bits

Certificate Usage O server O chem Code Signing
Alternate Server URI
Email Address

] Digital signature [J Non-repudiation [J Key encipherment

[] Data encipherment ] Key agreement [#] Certif
g [ Encipheronly [] Decipheronly

_ok | _concel |

Key Usage
]

Exporting a RootCA Certificate

f =N O Qv Corticate Management for *10.3021.180°

Usew ey Sore  Sywtem Treet Stoew  User Trust Sore  Allewed Hosts
E——
User Key Stare

™ Subject Mot e Kgorthen oy S
@ Ocloult Magersd  Sethuy DI OBESISESTN R P L]

e R — soan

il Vow [ig owm [ Cotivmeest | g Ooiete
ot | (g twart | X St

The certificate can be self signed initially, but can also be sent to
an official Certificate Signing Authority if heightened security is
required by the site.

All fields marked as REQUIRED must be completed, and the CS
box ticked for the certificate usage

before clicking OK and moving on to the next step where a pass-
word for the Private Key is specified

Private Key Password

|==]| Private Key Password
Private Key Password

Password eeeessescse

Confirm

_ ok | _cnc |

File

The RootCA certificate has now been
created and is visible in the UserKeyStore
of the CertManagerService, but it is not yet
trusted or ready to use in the station. It
must be exported to PEM format so it can
then be imported to the right places ready
to use. The default location for exported

£dit

Search  Bookmarks  Tools

Centificate Export

) Dme

Exportformat PEM

o

AX Certificate Management
@ Bwort the public certificate
@ vy Network Certificate Management for *10.10.21

| TableView ASN.1View PEMView

User Key Stoee  System Trust Store

You have local cestficates: g 7
Version v3

User Key Store Serial Number 74 40 07 22 €7 cb £4 73 54 25 bS &d

Rliss Subject ‘ tssued 8y MyROOTCA_Venue ‘
IssuerON 0OtCA_Venue, O=ForestRock, CeGB

B delault Misgarsd

tridium Niagaras |
\ Private Key

[ Ewort the private key

—

@ Enayptexported private key
7] e

PEM files is the certManagement folder in

UserHome.

+ Palette

m(lumd
e |
Bmort |[Bowen | X meet |
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Importing a RootCA Certificate to the Station

A ForestR

The RootCA Certificate must be
imported into the station.

Navigate to the UserTrustStore tab in

the CertManagerService and click
Import to pick up the PEM file from the

i020000000<«<0L,

certManagement folder in UserHome

=N O @ My Mtash Cortificate Management for *10.10.21.180° @ ¥y Modules

I Bohees

Fou bawe wser certibestes that Merrbly thee certsbene muth

Jser Trust Store

i Centificate Import x|

B () File Spaces

C:/Users / JennyCoppard / Niagar4 15 / TridiumEMEA | certManagement

© oy File System «oAm = : 5-® a ‘

R Bookmarks [

File name;

_owen |
Files of type: PEM Fles e

% ® myrootca_venue MyRootCA Venue SatOct03 11:04:00BST2026 RSA
© uicensepistiormsenvice

* Nav B AX Certificate Management
E N O @& My Network Certificate Management for *10.10.21.180* v pe
The RootCA Certificate should should then be
v v platiormServices UserKeyStore  System TrustStore  User Trust Store  Allowed Hosts
g:"-'j“j"'*ff' ——— - visible in the UserTrustStore of the station with
© certuanagersenvice User Trust Store a green shield to prove it is trusted.
gr:z PlatformserviceQnx e Subjact = Key Aigorithen
FY TepipPlaté

Importing a RootCA Certificate into Workbench

The RootCA Certificate must be also be imported into
Workbench itself.

Navigate to Tools—Certificate Management from the top
menu bar to access the Certificate Management for the
Workbench installation on the PC.

File Edit Search Bookmarks{iesllid Window  Help

4 O- o A Options

AX Y o
10.10.21.180 (N4_INT) . Station (N4_INT) AX Certificate Management

Alarm Portal

- Nav
Bacnet EDE

Certificate Management

= RIS E e  Certificate Signer Multiple Selection Tool
v @ 101021160 (N4_INT) Certificate Signer Tool

» & Platform

« & station (N&_INT)

A 2larm

E # O ® My Network

Driver Upgrade Tool

Embedded Device Font Tool

| & Cenificate bmport
‘ O- o n O - |

L File Spaces

Ci/Users/ JennyCoppard / Niagarad, 15 / TrGWmEMEA / certhanagement

TnanBE o0l | Once the Certificat Management for

AX Certificate Managervent @ vy Pie System
=8O Q) vo tmtmert Cortiicate Managment for Tridkum EMEA Workbmech () My Modules
- %) myrootca_venue pem
© vy -t ey ey Tt e Tt M
O nmain
s PRSP ———
& seaten User Trust Store
[ |
Qe |
& myrootca_venue pem
2 R Bookmarks [ 03-0ct-25113PM BST

Workbench has been opened, the import
process is identical—navigate to the
UserTrustStore tab and import the PEM
file for the RootCA certificate from the
certManagement folder in UserHome.

Fikrame  mproctca_venue.pem Open
Filesof type: PEM Files Coniel
e [HE]
= Nav s | AX Certificate Management
. C My Network i sdi
The ROOtCA Cerl'lﬁcate ShOLI|d Sh0U|d then be tf C ® myn Certificate Management for Tridium EMEA Workbench
L. A > oM,’)‘-c:::im'ntrn-’\YHEnUg’y'-Hﬂszufra«mr UserKey Store  System TrustStore  User TrustStore  Allowed Hosts
visible in the UserTrustStore of Workbench v @ 101021180 (e _NT
Youh ificates that identify hor
. . R b Fr Platform
with a green shield to prove it is trusted. T R G erTustiore
é;’m:’ Alias Subject NotAfter KeyAlgorithm KeySize Valid
> Confi
) emﬂg memotu_venue MyRootCA_Venue SatOct0311:04:00BST2026 RSA
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Signing Service

* Nav 1 Service Manager
N O @ My Network Name Status  Service Type
v -' Station (N4_INT o CategoryService ok} bajaCategoryService
The SigningService helps with the creation and 8“"” o me—
signing of Server Certificates (= Tickets) in Work- - @ services o) siasRoleservice
» O rarmservice {ok}
bench and related stations by ensuring they are b @ eadupsenvie Serice [0k} bajaAuthenticationservice
. . - > © caregoryservice (o baatoggngSemice:bejadkoggingsenice
linked to and signed by the RootCA certificate. > © sobseric e =
» @ securityService s
RoleService oK
The SigningService must be manually copied into : gf;mw
the list of services in the station from the : 1 &
* Palette 7 . ok}
SigningService palette. B E B § e o
ok} programProgramService
v © Typical configuration ok Saarchebuarchorvics
+ W signingservice | okl
. : ok}
ok}
v PlatformServices {ok}
A sgningService {ok}

> Nay S PropetySheet The SigningService must be configured on

A signi vice (Signi rvice)
=8 C ® My Network \ SigningService (Signing Service

O o the PropertySheet to link it to the existing
@ Woutled  [@owe RootCA certificate under the ServerProfiles
. A v © Profiles Profiles Folder
b @ copeyanvee 2R cleniecotic Sinpls Sisning £colle section using the previously set up
> © Jobservice v &\ serverProfile  Simple Signing Profile

£ ;;:j:fj“" (3 castatus Hising ey password for the PrivateKey. An expiry

b @ Userservice

> © Authenticationservice

v 8 CaAlias And Password myrootca_venue

M Alss  myrosees vense date must be setup to avoid a security

W Password

[0 use global certificate password

» & Debugsenvice G Expiration Period 3654 00h 00m &) (1hour-sinf] breach.

» @ Boxserviee (M Key Purpose Server . i

A ; — — e This ensures that the RootCA will
’ lerarchyService b [l key Certificate Parameter

@ Histo
© sudi
> © LoghistoryService

» @ programsenice

Service

b G minkeysie Certifcate Parameter automatically sign any subsequent Server
v @ commonNameTemplate Common Name Template

(@ Parameter Type  DH_FIELD Certificates that are created ‘on the fly’.

toryService

[ Dn Field o
Y g*"‘“‘*"“‘ (3 Prefix The CommonNameTemplate must be set
» TagDictionaryService

o Middle p Address

» &) remplateservice
b @ websenvice W Suffix None

& signingservice W custom SEm @] Cert (ie using the IP Address or Host Name

v VY PlatformServices 3 Separator =
© serlportsenvice ST e o Cuiais ot for communication)

to reflect what has been set up in the CA

WebService Configuration

= Nav [d | Property Sheet
E N O @ y Network © webservice (Web Service)
= W Status {ok}
. . . . M Fault Cause
To allow the SigningService to link the B ®
Server and CA Certificates in the Web- B o=
Service, an IndividualSignedCertConfig > vuips port ServerPortad3 tcp any fase
o H 58 Name X

component must be added to the Web-

- @ IndividualSignedCertConfig
o

g :” L] Cancel

» L Server Certificate Health

Service in the station.

certWebBrowser = default : Missing Key

= Palette

B E D § e

M Require Https Fo

b O Typicalcont Las
» © unconfigy nents @ e
»_® indvidusisignedCenConfis | B Login Template aul
> ombinedSignedCertConfig
M Log File Directory file:**weblogs
» [ Client Environments Client Environments
B Show Stack Trace @ iatse
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WebService Configuration cont.

" Nav 1] Property Sheet The IndividualSignedCertConfig must be set up
m o4 O A . v div CertConfig dividual Sigr t Config ) o i
g el with the certificate to create, sign and apply, eg
» Qe .
) O [ certWebBrowser and have the PrivateKey
» O ‘igningservice LoaaiSgningRequester [C) . . .
9 ——re password applied. The SigningRequesterType
AL should be set to SigningService—
e Enabled @ L.
i LocalSigningRequester
Views
Property Sheet
i I ¥ individualSignedCertConfig | Actions Onboard
Once added and applied, the changes must be saved " Parent Property To Apply
A . New
P . . v @ Cert To Sign And Appl
before the IndividualSignedCertConfig can be 5 s e
. ISR Edlit Tags
onboarded as a serverProfile. i Password skl
W Signing Requester Type signingService LocalSigningRequester [CIRe
ot . Signing Requester Fox Signing Requester
[ status 4% Onboard X
[ Fault Cause
(@ Enabled serverProfile
(Bl Requester tate clientProfile
. Advance Renewal Perce: r
M Advance Renewal
Property Sheet
nfig
T The Requester State will now show as Onboarded and
{ok) . . . . .
the WebService in the Station is ready to go using the
M Enabled [ e
[. Requester State Onboarded I nery Set up certlﬁcate'
M Advance Renew % [1-100)
= 4 [Sminutes-5days]
43 MM BST
P BST
§5 AM BST
[l Alarm On Failure To Onboard
(Bl Alarm On Failure To Renew
» © Alarm Source Info Alarm Source Info
M Requester Id BL854144-DOL15-4bd0-DESI-DTdéd1edTeda

Configuring the Browser

The Browser will also need to be told about the RootCA certificate to ensure that the warning message no longer
appears. If using Chrome, select the 3 dots on the top right of the browser window and select Settings to prepare
for the certificate upload.

« C @ O Notsecurs Mps//10.1021.180 * o

Sigredin

A

Your connection is not private

from 10.10.21.180 (for example

Q1 n enhanced protection 10 get Chrome's highest hevel of security
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Configuring the Browser

Navigate to Privacy and Security—Manage Certifi-
cates in the Browser to access the Certificate
Manager.

A Forest|

@ Settings

G You and Google

Privacy and security

©o  Autofil and passwords I

G Performance
©
©  Appearance
2, Search engine
s @

£ Default browser

()  Onstartup

%A  Langueges
L Downloads
F Accossibiity
% System

Reset settings

@z

@

@ Certificate Manager

0 Local centificates

B3 Your certificates

Local certificates

&  Chrome Root Store Windows

Local cartificates that have been added by your opsrating system or your adminsator

Within the Certificate Manager, select Local
Certificates—Manage Imported Certificates
from Windows.

u..:icr-.,g local certiicates rom your operating system ©
Viow impeeted cortificates from Wandows >
Manags imponted certificates from Wirdkns ©
s ‘j‘:l;l—,‘d'fnvu u ¥
Certificates X
Intended purpose: <All> v
Intermediate Certification Auomuesl Trusted Root Certification Authorities l Trusted Publ ¢ | *
Navigate to the Trusted Root Certification Authorities tab —3 iy Bkt | Flersi e
and click Import. [5JAAA Certificate Ser... AAA Certificate Services 01/01/2029  Sectigo (AAA) |
[ Actalis Authenticati... Actalis Authentication...  22/09/2030  Actalis Authentic...
[JBaltimore CyberTru... Baltimore CyberTrust... 13/05/2025 DigiCert Baltimor...
[5Bitdefender Person... Bitdefender Personal ... 01/04/2034 <None>
JCertum Trusted Ne... Certum Trusted Netw... 31/12/2029 Certum Trusted ...
[GiCertum Trusted Ne... Certum Trusted Netw... 06/10/2046 Certum Trusted ...
() Class 3 Public Prima... Class 3 Public Primary ... 02/08/2028 VeriSign Class 3 ...
[C4JCOMODO RSA Cert... COMODO RSA Certific... 19/01/2038 Sectigo (formerl...
| CilCopyright (c) 1997 ... Copyright (c) 1997 Mi...  31/12/1999 Microsoft Timest...
*
Import... E emove Advanced
€ L¥ Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

C:\Users\tridium|piagara4. 15\TridiumEMEA \cer tManagementimyrar Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates {.P7B)
Microsoft Serialized Certificate Store ((SST)

Mext

Cancel

Browse to the certManagement folder in Us-
erHome where the PEM file for the certificate was
initially exported to and make sure that All Files
(*.*) is selected in the file selection popup.

The browser looks for a .cer or .crt by default
otherwise and will not find the PEM file.
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Configuring the Browser cont.

A ForestRock

When logging onto the station via the web browser, the warning will no longer appear because the certificates all

match and exchange secure handshakes.

€ » C @ % 10.10.21.180/login

Username: admin
) Change User

" r ]

[ Login |

Use of this software is subject to the
' and other Thi

Your kcense expires on 31-Jul-26

To connect using Niagara Web Launcher lick hare
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